P

11210
slplajeininjnn

i i

O TR "I ] ul
At




1 day of inspiration, education & networking on IT security:

Security BSides is a community-driven framework for building events for and by participants in
the information security community. It creates opportunities for individuals to present and
participate in an intimate atmosphere that encourages collaboration.

At the third Bsides conference in Budapest visitors could listen to 13 presentations and take part
in 5 comprehensive, 2 hours long workshops throughout the day. Besides Hungarian IT
professionals, there were speakers from Germany, Finland, Austria, France, Bulgaria and
Luxembourg as well, making a great and truly international atmosphere.

Target grotpe:

BSidesBUD 2019 is not only for IT experts who want to build relationships and exchange
experiences with similar professionals, but it is the event for IT specialized students too, who are
interested in, or want to work in the field of IT security.



Number of participants in 2019: 450 people

Share of participants in 2019:

O Companies & representatives

@ Private individuals

O Students in IT education

Participants came from 12 countries:

Czech Republic Hungary France
Germany Slovakia Great Britain
Finland Poland Slovenia

Austria INENIE Bulgaria




Conference hall | 08:35 -18:10

Rakhim Davletkaliyev (Fl) - How will cryptography survive the rise of quantum computing?

Barnabas Sztan-Kovacs - FRIDA, the "hooker"

Tobias Schrodel (DE) — Social networks are social weapons

Guillaume Lopes (FR) - Abusing Google Play Billing for fun and unlimited credits!
David Torok - Sustainability of the x86 insecurity model

Julien Thomas|(FR)=.Abusing of leaked data & vulnerable user assets on Android
Tomi Tokics — Return oriented exploitation on ARM

Sandor Fehér - The katz out of the bag

David Schiitz - OWASP Top 10 Like I’'m Five - From a bug bounty hunter's perspective
Zsombor Kovacs - How to be a Pentester?

Martin Vrachev (BG) - Precaution - your source... for vulnerabilities

Philipp Krenn (AT) — Scale Your Auditing Events

Dr. Ferenc Leitold — How to estimate the vulnerability of users?



Exhibition hall | 09:25 - 15:00

Csaba Gyimesi (PwC) - From Top Management to Employees - What They Know and How They React .

Gabor Pék (Avatao) - Anatomy of Recent Security Breaches o
LT e O
Péter Czanik (One Identity) - Balabit has only One Identity ALY

Akos Csilling (Bos>ch) - Cars against Hacking
Istvan Németh (Biztributor) - Wi-Fi Security, Analytics and Big Data
Gabor Munk (BlackCell) - Revealed Threats

Daniel Nemes (Biztributor) - FireEye Helix: Let the Robot do the Menial Tasks!




Workshop room | 08:35 - 19:15
Guillaume Lopes & Davy Douhine - Mobile Hacking Workshop
| Dévid szili & Eva S:iiilégy:i - Elastic Stack for Security Monitoring in a Nutshell
Peter Balogh & Nandor Kracser - Detecting & blocking vulnerable containers in Kubernetes
David Szili - Introduction to Osquery

Mohammed Kamel - Introduction To Buffer Overflow Exploit







XA ST | 3P AR A |

Bringing
a fresh
perspective

4 dvarao -

* .

1
»

lands-on IT
L cclrity chattenges

High-quality
upto-tate content (D)

eif-guided
aming

Biztonség
Kockdazat

HACKTIVTY

@ NEMZETI
KIBERVEDELMI INTEZET



Sponsors & Partners of BSidesBUD2019:

) BOSCH & BLACK CELL
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Online appearances:

IT Business:
IT Café:

Biztonsagportal:
HWSW.hu:
Asva.info:
Androbit:
Androgeek:

Utazzitthon.hu:
Fesztivalkalauz:
Budapest Kornyéke:
PORT.HU:
Socfest.hu:

Radio appearances:

In 26 radio stations all across Hungary including: InfoRadid, Pet6fi Radio, Slager FM, Lanchid Radio, Kossuth Radid, Jazzy Radid.



https://www.itbusiness.hu/Fooldal/hirek/Security/nemzetkozi_kiberbiztonsagi_konferencia.html
https://itcafe.hu/hir/bsidesbud_konferencia_2019.html
https://biztonsagportal.hu/mar-csak-20-nap-es-kezdodik-a-bsidesbud-konferencia.html
https://www.hwsw.hu/hirek/59993/bsidesbud-nemzetkozi-kiberbiztonsagi-itbiztonsagi-konferencia-2019.html
http://asva.info/bsidesbud-2019-nemzetkozi-kiberbiztonsagi-konferencia-harmadszor-budapesten-2019-03.html
https://androbit.net/mini/3856/programajanlo_bsidesbud_2019_it_biztonsagi_konferencia.html
http://androgeek.hu/hir/marcius-28an-kerul-megrendezesre-a-budapesti-bsides-kiberbiztonsagi-konferencia
https://www.utazzitthon.hu/program/budapest/bsidesbud-2019-konferencia-budapest-336410
http://www.fesztivalkalauz.hu/index.php/option/naptar/task/details/faz/29207
http://budapest.kornyeke.hu/bsidesbud-2019
https://port.hu/esemeny/egyeb/bsidesbud-2019/event-5576272
https://socfest.hu/egyeb/programajanlo/bsidesbud-harmadszor-budapesten/

We would like to thank all
the speakers, partners,
sponsors, participants and
friends who helped wus
organize #BSidesBUD2019!

Our team:

Owner;
Attila Marosi-Bauer

Communications manager:
Daniel Kloé

Financial manager:
Gabor Spitzhutel

Professional partners:
Gabor Katus
Tamas Kiss



SEE YOU AT
#BSIDESBUD2020!
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